
 
 

 

 

 

SPRING 2015 E-NEWSLETTER 
At Digital Mountain we assist our clients with their computer forensics, e-discovery and cybersecurity 

needs.  With the growth of fitness trackers and the recent release of the Apple Watch, we chose to theme 
this E-Newsletter on the impact wearables has for digital evidence preservation and electronic discovery. 

 

  
WEARABLES - DIGITAL EVIDENCE POSSIBILITIES 

FOR YOUR CASE 
  

 

From fitness trackers such as FitBit to smart 
wearables such as the Apple Watch and Google 
Glass, companies are coming up with 
innovative ways to bring wearable technology to 
the forefront, thus opening up another untapped 
portal of information into users' lives.  The 
question is: "What data are wearables sharing 
to the world?" 
  
For fitness trackers such as FitBit or Jawbone 
UP, the device tracks activity data such as steps 
taken and distance traveled; more advanced 
devices contain geolocation and heart rate 
monitoring.  In both devices, sleep pattern is 
tracked by movement and internal 
algorithms.  The trackers also have internal  

antennas (e.g. NFC or Bluetooth) to have wireless sync capabilities with a computer or 
smartphone.  With these fitness trackers, data may be uploaded onto the manufacturers' servers 
and into each respective user's online profile instance that tracks historical data.  When one factors 
inputting such data as activities completed and food eaten, a user's profile can be evaluated to 
provide valuable information about the individual and his or her habits.  
 
The recently released Apple Watch tracks not just the fitness tracking data, but many of the 
traditional items found on a smartphone such as calendar items, emails, text messages, music, 
pictures and contacts.  Another key component of the Apple Watch is Apple Pay, where a user can 
securely pay for financial transactions by using a near field communication (NFC) reader.  Although 
Apple claims that individuals who use this payment system can’t be tracked, Apple Pay keeps a 
record of the last ten transactions on the device.  From a digital evidence standpoint, syncing the 
watch to the smartphone must be completed to have the most current user data available on the 
smartphone for preservation.  
 
Lastly, Google Glass records audio, video and takes photos.  Google Glass users can also browse 

the internet or favorite sites such as Facebook.  It can also track location and provide directions 

using GPS.  Much like the Apple Watch, Google Glass can store what it has recorded until it can 



connect to the internet (via Ethernet or tethered to a smartphone) and uploads the data into the 

corresponding Google Cloud account.  The most pressing issue with the Google Glass is privacy, 

where someone can covertly record audio, video and take photos with a subtle facial gesture such 

as a wink.  As a result, Google has temporarily halted selling the consumer version of the product.  

In the near future, surveillance of any individual can be done if there are facial recognition 

applications that would be used on a passerby which would link to that individual’s social media 

accounts such as Facebook or Twitter. 

In time, wearables will have a plethora of downloadable applications which share more information 

about individuals and their habits.  We are just at the tip of the iceberg for wearables which 

represents a rich source of digital evidence for investigators and attorneys.   

  

COME VISIT US AT LEGALTECH WEST COAST - BOOTH #411 
ON JULY 13 AND JULY 14, 2015 

  
UPCOMING INDUSTRY EVENTS 

 
June 2015 

ILTA's LegalSec Summit: June 8-9 
Cybit Cyber Security and IT Security: June 11-12 

 
July 2015  

LegalTech West Coast: July 13-14 
 

August-September 2015  
HTCIA 2015: August 30 - September 2 

 

Click here to see more upcoming events and links 
 

Digital Mountain, Inc. Founder and CEO, Julie Lewis,  
will be presenting at some upcoming industry events.  

Please send requests for speaker or panel participation 
for her to marketing@digitalmountain.com. 

 

DIGITAL MOUNTAIN, INC. 

4633 Old Ironsides Drive, Suite 401 
Santa Clara, CA 95054 
866.DIG.DOCS 
  

www.digitalmountain.com 

 

  

Contact us today! 
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http://digitalmountain.com/events
mailto:marketing@digitalmountain.com
http://r20.rs6.net/tn.jsp?e=001VS0vluUQRpz2C6hceXna2ZuhGYg1HLJSD9nWOElhTBunDUAsi4TTl1ueG04ZIXWtIdPzqP7qOHwcl3zApxWD2miIdqqGgnLDLoa98PMU5KhvcQI69wUsQA==
http://www.digitalmountain.com/
http://digitalmountain.com/contact
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