DIGITAL § MOUNTAIN®

Computer and Cyber Forensics
for the Enterprise

If you're a member of the global investigations/
data security group, corporate legal department or
HR team of your organization, Digital Mountain can
help you achieve your goals. We offer incident
response services on a case-by-case basis or as an
ongoing extension to your team. Examples of
how we can help your company include:

» A former company employee took a proprietary
customer list. Digital Mountain uses its data
forensics techniques to search the hard drive for
deleted history, Internet e-mail remnants and
other data artifacts. As a result, evidence is found
that the employee took company proprietary
information.

* Credit card information is stolen from a server
at a major e-commerce company. Through our
cybersecurity group, we can track down the
perpetrator, assist in fixing the security hole and
collaboratively work with counsel.

Because Digital Mountain is not wedded to
internally-developed tools, we can use the most
effective solution for our computer forensics or
cyber forensics analysis. Additionally, we can
provide decryption services to access password-
protected files and hard drives to the greatest
extent possible.

Our incident response services offer you 24x7 data
forensics assistance. When an incident occurs with
an employee or an outside intruder, it is imperative
that the chain of custody is preserved and the
integrity of the data is kept intact. Digital Mountain
can ensure that proper procedures are performed to
manage these incidents. We will examine security
holes and discover the who, what, where and when
of a computer-related incident. Digital Mountain
also provides third-party expert witness testimony.

Beyond data forensics, Digital Mountain provides
data wiping services through our SecureWipe™
offering to ensure that all files that were meant to
be deleted are actually erased. With many
companies now implementing document retention
plans for the digital world, it is imperative that
enterprises also have data shredding in place.




